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If the weaknesses
In software were as
easy to spot and
their impact as
obvious as...

Missing Authentication for
Critical Function (cwEe-306)

Using Unpublished Web
Service APIs (CAPEC-36)




Vulnerability Type Trends:

A Look at the CVE List (2001 - 2007)
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Removing and Preventing the Vulnerabilities
Requires More Specific Definitions...CWEs

Failure to Sanitize Directives in a Web Page (aka 'Cross-site scripting' (XSS)) (79)
* Failure to Sanitize Script-Related HTML Tags in a Web Page (Basic XSS) (80)
* Failure to Sanitize Directives in an Error Message Web Page (81)
* Failure to Sanitize Script in Attributes of IMG Tags in a Web Page (82)
* Failure to Sanitize Script in Attributes in a Web Page (83)
* Failure to Resolve Encoded URI Schemes in a Web Page (84)
XSS * Doubled Character XSS Manipulations (85)
* Invalid Characters in Identifiers (86)

 Alternate XSS syntax (87)

—= buf
Sql - | nj ect Failure to Constrain Operations within the Bounds of an Allocated Memory Buffer (119)
* Unbounded Transfer (‘Classic Buffer Overflow’) (120)
dot » Write-what-where Condition (123)
» Boundary Beginning Violation ('Buffer Underwrite') (124)
£  Out-of-bounds Read (125
= p h p all Cl u d e * Wrap-around Error (1(28) )
. * Unchecked Array Indexing (129)
I nfﬂ | ed k * Incorrect Calculation of Buffer Size (131)
» Miscalculated Null Termination (132)
e d Os-MmMa Ifﬂ 'm * Return of Pointer Value Outside of Expected Range (466)

link
Path Traversal (22)
fD 'rma t-—-str‘i n g * Relative Path Traversal (23)

+ Path Traversal: ‘\..\filename' (29)

+ Path Traversal: "\dir\..\filename' (30)
Cry pt » Path Traversal: 'dir\..\filename' (31)
. » Path Traversal: '..." (Triple Dot) (32)
Der » Path Traversal: "...." (Multiple Dot) (33)
» Path Traversal: "..../[' (34)
DE rm + Path Traversal: '.../.../I' (35)
 Absolute Path Traversal (36)
m eta Ch ar » Path Traversal: '/absolute/pathname/here’ (37)

» Path Traversal: \absolute\pathname\here’ (38)
» Path Traversal: 'C:dirname’ (39)
» Path Traversal: \UNC\share\name\' (Windows UNC Share) (40)

int-overflow




Exploitable Software Weaknesses (a.k.a. Vulnerabilities)

Vulnerabilities can be the outcome of non-secure practices and/or
malicious intent of someone in the development/support lifecycle.

The exploitation potential of a vulnerability is independent of the “intent”
behind how it was introduced.
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Intentional vulnerabilities are spyware & malicious logic deliberately imbedded (and might
not be considered defects but they can make use of the same weakness patterns as

unintentional mi stakes) Note: Chart is not to scale — notional representation -- for discussions



Common Weakness Enumeration (CWE) peern

dictionary of weaknesses

weaknesses that can lead to exploitable vulnerabilities (i.e.
CVEs)

the things we don’t want in our code, design, or architecture

web site with XML of content, sources of content, and process
used

structured views
currently provide hierarchical view into CWE dictionary content
will evolve to support alternate views

open community process .
to facilitate common terms/ Foundation for
concepts/facts and understanding
allows for vendors, developers,
system owners and acquirers
to understand tool capabilities/
coverage and priorities
utilize community expertise Efforts

other
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...but sailing ships in the open ocean and
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...some
threats and
hazards are

unpredictable

and
dynamic...




...S0 new types of scanning for hazards and threats
were created to make shipping safer and more
dependable and secure in more places...




derstand” curre
'ut.Jii ghly dynamic
_ ..threats in order to
.«-”

-op,era.te safe, Secaré.

r\olu*

'- .:g:;f'_"‘ ; an_d__rellably

—
— i g.



But they also needed to deal with the people that
were out there trying to locate vulnerabilities and

weaknesses in their technologies, processes, or
practices...



...with defensive and
offensive security &
capabilities.
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CWE Compatibility & Effectiveness Program

Gﬂﬁ | CWE - CWE Compatibility

(launched Feb 2007)
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Common Weakness Enumeration

A community-developed dictionary of common software weaknesses
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U A e The Security Development Lifecyclie : MSOB-078 and the SDL
« » | e || + | @ nhup//blogs.msdn.com/sdi/archive/2008/12/18/ms08-078-and-the-sdl.aspx 3 - Q-

_.' ' ; to MSDN Sogs Sian in | Join | el

| S

The Security
Development Lifecycle

s e i MSO8-078 and the SDL ==

B — 0 O Hi, Michael here.

Every bug 15 an opportunity to learm, and the security update that fixed the data binding bug that affected
intermet Explorer users |5 No exsception

ot The Common Vulnerabilitios and Exposures (CVE) emntry for this bug is CVE -20068 48544

Before 1 get started, I want to explain the goails of the SDL and the security work here at Microsolt. The SDU is
Tags designed as a multi-layered process to help systemically reduce securnity vulnerabilities; f one component of
the SOL process faills to prevent or catch a bug, then some other component should prevent or catch the bug
Crawl Walk Run The SDUL also mandates the use of securily defonses whose impact will be raflected in the “mitigations”
section of a security bulletin, because we know that no software development process will catch all security
SDL bugs. As we have said many times, the goal of the SOLU is to "Reduce vuinerabilities, and reduce the severnity
of what's missed. ™

In this post, T want to focus on the SDL required code analysis, code review, MNuzzing and compiler and
operating system defenses and how they fared
News Backg round

The bug was an invalid pointer dereference in MSHTML DLL when the code handies data binding. it's
Impostant to point ouwt that there i NO heap corruption and there is MO heap-based buffer overrunt

thraeat modeling

Blogroll

z x When dats binding is used, I ceates an object which contains an array of data binding objects. In the code
. - iRy Wi . in guastion, whan & data binding objoct is reloasod, the array length is not correctly updatod loading to &

> O S ty R »OrY function call into freed Mmemaoarny:.
Michae fows - The vulnerable code looks a little ke this (by the way, the real array name IS _aryPXlfer, but I figured

ArrayOfObjectsifromiE is a little more descriptive for people not in the Internet Exploror team., )
Ty Vulne ity ‘ rch & Aint Maxldwx » ArrayOfObjects¥fFromlE.S8ilse()~1;:
T - for (dint 1+0; 4§ <« MaxTdx; L+4+) (

rMERC Lcowystem Strategy Taary if (!ArrayOfObjectslfromInii))

continue)

ArrayOfObjectarromlil|ij-»TransferVromSource();

ty . Fren L Y

Here's how the vulnerability manifests itself: if there are two data transfers with the same identifier (so
Maxidx is 2), and the first trarafer updates the length of the ArmayOfObjoctsf romiE array when its work was
done and reloasas its data binding object, the 1000 Ccourt would still be whatover Maxidx was at the start of
the loop, 2.

This isla time-of -check-time-of -use (TOCTOU) bug that led to code calling iInto o freed memory block. The
)l Oft € TY g r Commbn Weakness Enumeration (CWE) classification for this vuinerability is COWE 367

Forc /I’lﬁ; was Lo check the masimum iteration count on each oo iteration rather than once belore the loop
et e e e Cotrmct L [PV v o e a  BFRIVTOWN e Lo LY s e el s et e e e Lt

a time-of-check-time-of-use {(TOCTOU) bug that led to code calling into a freed memory block. The
on Weakness Enumeration {(CWE) classification for this vulnerability is C
TOL T IRBLE. YV YTl LSORTE Ul TTaIri g 10 SOurans Trie

e 3 Ouwr static analysis tools dont find this because the tools would need to understand the re-entrant nature of
S X the code

Fuzz Testing



OWASP Top Ten 2007 & 2010 use CWE refs

OWASP TOP 10

OWASP

The Open Web Apphication Seourity Prisject

OWASP Top 10 - 2010

The Ten Most Critical Web Application Security Risks

THE TEN MOST CR
APPLICATION SECU

2007 UPDATE

0 2003-2007 CMWA S Fasasstion

T dacument & leeand snger the Crwarive

Our methodology for the Top 10 2007 was simple: take the MITRE Vulnerability Trends for 2006, and distill the Top
10 web application security issues. The ranked results are as follows:
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Figure 2: MITRE data on Top 10 web application vulnerabilities for 2006




Some Hi

h-Level CWEs Are Now

Part of the NVD CVE Information

[SUomaneT o1

vuinerability Overview
management, secunty o o ) 3
measwrement, and SQL injection vulnerabiity in mods/banners/navlist.php in Clansphere 2007.4 allows remote

compliance {e.g. FISMA). attackers to execute arbitrary SQL commands via the cat_id parameter te index.php in 3

banners acbon.
Resource Status

NVD contains: Impact
26736 CVE Vuinersbiities

114 Checidist CVSS Severity (version 2.0):

CVSS v2 Base score: 7.5 (High) [AV:N/AC:L/Au:N/C-P/T:P/A:P) (legend)
SEC SRs e Impact Subscore: 6.4
1097 US-CERT Vula Notes  Exploitability Subscore: 10.0
2066 OVAL Queries
12410 Vidnersble Products

Access Vector: Network exploitable

Access Complexity: Low

Last updated: 05/25/07  pythentication: Not required to exploit

CVE Publication rate:  yn,na0t Type: Provides unauthorized access, Allows partial confidentiasity, integrity, and
16 vulnersbifties / day 3y a3abdity violation , Aflows unauthorized disclosure of information , Allows disruption of

Email List service
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your e::;?;l igdrss 294 £yternal Source: BID ‘gisclsimes)
PUESS ECENE  Name: 25770

NVD anncuncements or L. R bid/25
SCAP information. Hyperlink: http://www.secuntyfocus.com/bid/25770

I” NVD Announcements  External Source: MILWORM /ciscisime)
I” SCAP Announcements Name: 4443
I~ SCAP Discussion List  Hyperlink: http://www.milwOrm.com/exploits/4443

I” XCcooF Discussion List

I M"| Vulnerable software and versions
— Clansphere, Clansphere, 2007.4

Vuinerability Workload
Index: 9.06
About Us Technical Details
WD &5 2 praduct of the Vulnerability Type [View all)
NIST Computer SeQuty | ooy 1pjection (CWE-89)
Division and s sponsored X
by the Department of
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National C Secun
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NVD XML feeds
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'6 O () SAMATE Reference Dataset

[ < > | [Q 3 http://samate.nist.gov/SRD/ @ gQ- Google Q,
o AFC Home MIl Home Searchv Map/Ph/Weather/Travely Bob's Bookmarksy CVEnOVAL¥ OVAL shared SPAangt,v »
SRR Search...

<AMA

Software Assurance Metrics and Tool Evaluation

t Tot N l'sr Draft Special Publication 500-268

SRD Home View /Download Search/Download More Downloads Submit T

Source Code Security Analysis Tool

The purpose of the SAMATE Reference Dataset (SRD) is to provide users, researchers,
set of known security flaws. This will allow end users to evaluate tools and tool
designs, source code, binaries, etc., i.e. from all the phases of the software life cyc
(written to test or generated), and "academic” (from students) test cases. This da
known bugs and vulnerabilities. The dataset intends to encompass a wide variet|
compilers. The dataset is anticipated to become a large-scale effort, gathering test ¢

about the SRD, including goals, structure, test suite selection, etc. Information Technology Laboratory (ITL), Software

Di sti d Conf Testing Divisi
Browse, download, and search the SRD SO AL OIS, Jeeng i emen

Anyone can browse or search test cases and download selected cases. Please click 29 January, 2007
selected or all test cases. To find specific test cases, please click here.

How to submit test cases

Michael Kass
Michael Koo

National Institute of Standards and Technology
Information Technology Laboratory
Software Diagnostics and Conformance Testing Division




NIST Special Publications:

SP800-36
SP800-40
SP800-42
SP800-44
SP800-51
SP800-53a
SP800-61
SP800-70
SP800-82
SP800-86
SP800-94
SP800-115
SP800-117
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NIST Interagency Reports:

NISTIR-7007
NISTIR-7275
NISTIR-7435
NISTIR-7511
NISTIR-7517
NISTIR-7581
NISTIR-7628

CVE
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Manually review code after security education

Mancal code reviem, sspecally review of Ngh risk code, such as code that faces the
Ittt or parses data from the Intemet, is ortical, bt onty & the people perfonm-
Ing the code review know whil to lock fur aad Roaw 1 85 any code vuiner sbillies
thay fngd. Tha best wary %0 halp undenstand COasses of security bugs and remedes
Is education, whvch shoutd mnimally incude the folloming areas

o C and Cot wuinerabistics and remedes, mest notably Luffer overruss nd

nteger arthmetic issues
o Wil specfic vuinera®ides and remedial, such & Oods sits soriptng (XSS)

* Dotabase-specc wi biities and remed »uch as SQU njection

* Common Cryptographic ermars sod rimesies.

Many vinerabidties are progeammeng Mnguage (C, Cr+ etr) or daman-speciiic
(weh, databease| and athers Can De Categorized by vuleerabitty type, such o Fgec-
tan (XSS and S0L Injexticn) ar cryptograshic (posr rasdam sumber generation
ANG wask secret Storage] 50 Apeoific training In these arees W advinod

Resources

# A Freces for Petformming Securty Code Reverws, Mohae! Howartl,
IEEE Sacurity b Privacy Molp/August 2006,

* NET Framewert Secerty - Cote Review|

=
MITRE; fitp J/vwa mitre org/

NIV 23pe S fly_Code_Raviews

- Gocunity Cood Redew — Use Visuw Stusio Sookmarks To Capture
Bagurtly Fircliage; hitg://slege made snmyslil srctivn 200001 /24 securily

uve vausl = capturw- s Ny *ndigd ngs
. Cooe Raview Guitelises, Adom Shorac;
fwrren. vertiac. f Oty 1o Stred
- o S gL S owaag ST Inded AgUOWASY Tzp Ten_Project

I SAFI

e Dreeg ey

CWE
CAPEC—

Testing

Testing actvition valdate the secers impleswiiation of & product, which
the Dheih of sacwity hugs deng refessed and dscuversd By Custumers 3
malcioos users. The majer®y of SAFECode sumbers hinve adosted the fuls

SOMWAre SACUrity 1esting proctices o ther softwpre development Ifecyrie, Thel
% not 1o et ih secunty,” Out rdther o valdate B robiusiness and sedur
the toftwore products prior to making the prosuct avedabdle to Customers
testing methods do Mnd secunly Bugs, especaly for products that may net
wnderpmne Cntcal sccure develeprnant Process chanpes

Fuzz testing

Fuzz testing s & relateily ang securily testing Sechnigus that reles on bul

il SAFECode

1 -
1280 | Qriving Securay and In

ritly

&1

Fundamental Practices for
Secure Software Development

A Gulde to the Most Effective Secure
Development Practices in Use Today

OCTOBER 8, 2008

LTAD WRITEN Mahart Hawied, Marissf Corp

Conrnmurons
Turter 2. 540 AC

Seve Ligwen. Wecraest Corp
Srad Morm, Lrepry Betworin, e
bovry Caoven, Marveh (o St h P b, DG Corpasad by
Watt Coten, LWC Corparation Lun baady (W Copooemen
Durey Dhelon, EWC Corpasation Axrerst Setrzvyee, Novie

Chrie Ragar, Mivoistt Cop. ey Sond. LWC Corpanation
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ntentianaly maformed dats and then having e software onder test consume the
malurred Sala 1o sae how i Mesponds. Tha sclenie of furz tesiing o samewhat
maw bt it s maturng psly. There = 3 small market for fuzz testing took today,
St i many cases seltware duvelopars tnud buld Sespobe Auls Testors Lo st 0w
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20010 CWE/SANS Top 25 Programming Errors
(released 16 Feb 2010) cwe.mitre.org/top25/

Sponsored by:
National Cyber Security Division (DHS)

List was selected by a group of security experts from

34 organizations including:
Academia: Purdue, Northern Kentucky University
Government: CERT, NSA, DHS
Software Vendors: Microsoft, o
Oracle, Red Hat, Apple, Juniper, |
McAfee, Symantec, Sun,
Security Vendors: Veracode,
Secunia, Breach, SAIC, Aspect,
WhiteHat
Security Groups: OWASP, WASC
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Insecure Interaction Between Components
These weaknesses are related to insecure ways in which data is sent and received between separate components, modules, programs, processes, threads, or systems.

For each weakness, its ranking in the general list is provided in square brackets.

Rank CWE ID Name
[1] CWE-79 Failure to Preserve Web Page Structure ('Cross-site Scripting')
[2] CWE-89 Improper Sanitization of Special Elements used in an SQL Command ('SQL Injection")
[4] CWE-352 Cross-Site Request Forgery (CSRF)
[8] CWE-434 Unrestricted Upload of File with Dangerous Type
[9] CWE-78 Improper Sanitization of Special Elements used in an 0S5 Command ('0S Command Injection')
[17] CWE-209 Information Exposure Through an Error Message
[23] CWE-601 URL Redirection to Untrusted Site ('Open Redirect')
[25] CWE-362 Race Condition

Risky Resource Management

The weaknesses in this category are related to ways in which software does not properly manage the creation, usage, transfer, or destruction of important system resources.

Rank CWE ID Name
[3] CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')
[71 CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')

[12] CWE-805 Buffer Access with Incorrect Length Value

[13] CWE-754 Improper Check for Unusual or Exceptional Conditions

[14] CWE-98 Improper Control of Filename for Include/Require Statement in PHP Program ('PHP File Inclusion')

[15] CWE-129 Improper Validation of Array Index

[16] CWE-190 Integer Overflow or Wraparound

[18] CWE-131 Incorrect Calculation of Buffer Size

[20] CWE-494 Download of Code Without Integrity Check
[22] CWE-770 Allocation of Resources Without Limits or Throttling

Porous Defenses

The weaknesses in this category are related to defensive techniques that are often misused, abused, or just plain ignored.

Rank CWE ID Name
[5]1 CWE-285 Improper Access Control (Authorization)
[e]1 CWE-807 Reliance on Untrusted Inputs in a Security Decision
[10] CWE-311 Missing Encryption of Sensitive Data
[11] CWE-798 Use of Hard-coded Credentials
[19] CWE-306 Missing Authentication for Critical Function
[21] CWE-732 Incorrect Permission Assignment for Critical Resource
|[24] ||CWE-327 ||Use of a Broken or Risky Cryptographic Algorithm
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Field Changes - 1.7 to 1.8 (16 February 2010)
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Field Changes - 1.8 to 1.8.1 (5 April 2010)

o - T T R R - T T T
g & & L e A @ & & IR N I P S
i’f Q.Q'b %°£$¢$c?@¢ {béo @*5‘ y &S (§“‘ @Q& é}q@f& S &&‘? <9 & qﬁ& @o&:’b&ﬁ’ ‘F&c?'\ W& ¢?5 Qé@ & & %&b':' . § S
iy Q\’b osS & 20 e & A7 2 VO Q7 ‘!{b s & o &7 ns ‘:}/ & s o
F J & S F E ® MR & ¥ FH p & ¢ R
AR NI S O S N P I I S D S A A DA«
= o & dab O Cad & & ® @ ks x@ & g & s ot 4 s
& & & & S & o S @ F Y@
g.ﬂﬁ ,Q.SQ‘E'/ u{“‘} © é’lﬁ '5‘00/ qﬂ'@b & “\é@ v &7 ® 4.;‘5"’0@ @f& Ub“’c’/ ?ﬁ?}‘ ¢ S B#Q *Q'*:SJ i
& L"{Q q_éﬁ & K «
Sl




100

50

80

70

60

50

40

30

20

10

Field Changes - 1.8.1 to 1.9 (21 June 2010)
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Field Changes - 1.9 to 1.10 (27 September 2010)




CWE version 1.10

Summary of Entry Types

2@, Homeland
X Security

Type Version 1.9 v1.10
Category (119 119
Chain 3 3
Composite |6 6
Deprecated 11 11
View 24 24
Weakness (658 665

Nodes Added to vi1.10

HS SED

Homeland Security Systems Engineering and

Development Institute

CWE-ID

CWE Name

Missing Synchronization

821  |Incorrect Synchronization

822 | Untrusted Pointer Dereference
823 |Use of Out-of-range Pointer Offset
824  |Access of Uninitialized Pointer
825 |Expired Pointer Dereference

Premature Release of Resource During Expected Lifetime

The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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based on a body of knowledge that represents the complete set of concepts, terms

T(’Chl‘lical PI'OfiCiGHCy Matt@l'S and activities that make up a professional domain. And absent such a body of
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knowledge there is little basis for supporting a certification program. Indeed it
would be dangercus and misleading.

CSIS Commission on Cybersecurity for the 44th Presidency / A complete body of knowledge covering the entire fieid of software engineering may
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be years away. However, the body of knowledge needed by profezsionals to create
software free of common and critical security flaws has been developed. vetted
widely and kept up to date, That is the foundation for a certification program in
software assurance that can gain wide adoption. It was created in late 2008 by a
consortium of national experts. sponsored by DHS and NSA. and was updated in late
2009. It contains ranked lists of the most common errors, explanations of why the
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eiiiails eliminating those errors. It can be found at hittp://awemitre.org/top2s,

e ee: Any programmer who writes code without being aware of those problems and is not
srieeiisiiisesds capable of writing code free of those errors is a threat to his or her employers and to
""""" : others who use computers connected to systems running his or her software,

A complete body of knowledge covering the entire field of software engineering may
be years away. However, the body of knowledge needed by professionals to create
software free of common and critical security flaws has been developed, vetted
widely and kept up to date. That is the foundation for a certification program in
software assurance that can gain wide adoption. It was created in late 2008 by a
consortium of national experts, sponsored by DHS and NSA, and was updated in late
2009. It contains ranked lists of the most common errors, explanations of why the

errors are dangerous, examples of those errors in multiple languages, and ways of
eliminating those errors. It can be found at http://cwe.mitre.org/top25.

Any programmer who writes code without being aware of those problems and is not
capable of writing code free of those errors is a threat to his or her employers and to
others who use computers connected to systems running his or her software.
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Table 27. Most common programming errors found in ICS code.

Weakness Classification

Vulnerability Type

CWE-19: Data Handling

CWE-228: Improper Handling of Syntactically Invalid Structure

CWE-229: Improper Handling of Values

CWE-230: Improper Handling of Missing Values

CWE-20: Improper Input Validation

CWE-116: Improper Encoding or Escaping of Output

CWE-195: Signed to Unsigned Conversion Error

CWE-198: Use of Incorrect Byte Ordering

CWE-119: Failure to Constrain
Operations within the Bounds of a
Memory Buffer

CWE-120: Buffer Copy without Checking Size of Input (““Classic
Buffer Overflow™)

CWE-121: Stack-based Buffer Overflow

CWE-122: Heap-based Buffer Overflow

CWE-125: Out-of-bounds Read

CWE-129: Improper Validation of Array Index

CWE-131: Incorrect Calculation of Buffer Size

CWE-170: Improper Null Termination

CWE-190: Integer Overflow or Wraparound

CWE-680: Integer Overflow to Buffer Overflow

CWE-398: Indicator of Poor Code
Quality

CWE-454: External Initialization of Trusted Variables or Data Stores

CWE-456: Missing Initialization

CWE-457: Use of Uninitialized Variable

CWE-476: NULL Pointer Dereference

CWE-400: Uncontrolled Resource Consumption (“Resource
Exhaustion™)

CWE-252: Unchecked Return Value

CWE-690: Unchecked Return Value to NULL Pointer Dereference

CWE-772: Missing Release of Resource after Effective Lifetime

CWE-442: Web Problems

CWE-22: Improper Limitation of a Pathname to a Restricted Directory
(““Path Traversal™)

CWE-79: Failure to Preserve Web Page Structure (‘““Cross-site
Scripting’”)

CWE-89: Failure to Preserve SQL Query Structure (“SQL Injection’)

CWE-703: Failure to Handle
Exceptional Conditions

CWE-431: Missing Handler

CWE-248: Uncaught Exception

CWE-755: Improper Handling of Exceptional Conditions

CWE-390: Detection of Error Condition Without Action




Linkage with Fundamental Changes in Enterprise Security Initiatives

Twenty Critical Controls for Effective Cyber Def
Guidelines

What the 20 CSC Critics say...
20 Critical Security Controls - Version 2.0

20 Critical Security Controls - Introduction (Version 2.0)
Critical Control 1: Inventory of Authorized and Unauthorized
Critical Control 2: Inventory of Authorized and Unauthorized

Critical Control 3: Secure Configurations for Hardware and Sd
Servers

Critical Control 4: Secure Configurations for Network Device
Critical Control 5: Boundary Defense

Critical Control 6: Maintenance, Monitoring, and Analysis of
Critical Control 7: Application Software Security

Critical Control 8: Controlled Use of Administrative Privilege

Critical Control 9: Controlled Access Based on Need to Know

CAG: Critical Control 7: Application Software Security

<< previous control Consensus Audit Guidelines next control »>

How do attackers exploit the lack of this control?

Attacks against vulnerabilities in web-based and other application software have been a top priority for criminal
organizations in recent years. Application software that does not properly check the size of user input, fails to
sanitize user input by filtering out unneeded but potentially malicious character sequences, or does not
initialize and clear variables properly could be vulnerable to remote compromise. Attackers can inject specific
exploits, including buffer overflows, SQL injection attacks, and cross-site scripting code to gain control over
vulnerable machines. In one attack in 2008, more than 1 million web servers were exploited and turned into
infection engines for visitors to those sites using SQL injection. During that attack, trusted websites from state
governments and other organizations compromised by attackers were used to infect hundreds of thousands of

b CWE and CAPEC included in Control
7 of the “Twenty Critical Controls for

- =1

-

Critical Contr
Critical Contr
Critical Contryq
Critical Contryq
Critical Contryq
Critical Contr
Critical Contr
Critical Contryq

Critical Contryg

Procedures and tools for implementing t Audit Guidelines”

Source code testing tools, web application security scanning tools, and object code testing tools
have proven useful in securing application software, along with manual application security
penetration testing by testers who have extensive programming knowledge as well as
application penetration testing expertise. The Common Weakness Enumeration (CWE)
initiative is utilized by many such tools to identify the weaknesses that they find. Organizations
can also use CWE to determine which types of weaknesses they are most interested in

Critical Contrd @ddressing and removing. A broad community effort to identify the “Top 25 Most Dangerous
Critical Contrd Programming Errors” is also available as a minimum set of important issues to investigate and
address during the application development process. When evaluating the effectiveness of
testing for these weaknesses, the Common Attack Pattern Enumeration and Classification
(CAPEC) can be used to organize and record the breadth of the testing for the CWEs as well as a
way for testers to think like attackers in their development of test cases.

Effective Cyber Defense: Consensus
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Questions?

l’?_. !

ramartin@mitre.org



